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Executive Summary
Digital transformation is reinventing the bank of the future
Competition and disruption are forcing banks
to look beyond short-term transformational
goals - cost reduction, scalability, compliance,
and efficiency - to the more pressing aim of
winning and keeping customers.

Over a third

Retail, corporate, and institutional bank leaders
increasingly recognize that to meet – and where
possible exceed - customer expectations in
the digital world, they must harness the scale,
power, and speed of the cloud.

of financial services (FS) firms
say digital transformation is
focused on customer service
Forrester Research, Inc i

Cloud is more than a technical evolution
or infrastructure journey. It’s a route to
store, access, and use data and advanced
applications in order to create unique, safe
and seamless experiences. And a platform
for the new ecosystems and containerized
services that will allow banks to rise above
challengers, create partner playgrounds, and
disrupt the disruptors.

It is clear that the banking industry will be
transitioning through both hybrid and multicloud environments for years to come. The
challenge is how to move core systems into
the cloud without losing control, access, and
sight of data, and without compromising
security or escalating risk.

“2020 could be
the year of “build
and migrate,” as
banks continue to
test approaches
to core system
modernization.”
Deloitte ii
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Why you should read this paper
This report is aimed at international banks and financial services providers
who are in the process of developing, implementing or scaling out their
cloud migration strategies. It reveals:

How cloud helps banks transform for a changing world

The five key reasons smart banks are switching to
hybrid cloud

The six strategic imperatives that help overcome
migration challenges

Six data storage steps to optimize cloud agility and ROI
across different environments

How to build an effective roadmap for cloud data
management
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1. Transition to a pay-as-you-go model
The future of financial services depends on enabling digital
communities and ecosystems
and retain digital-native customers,
digital-first corporates, FS partners,
and service providers. They are being
shaped by:

Gone are the days of monolithic bank
brands with portfolio services and linear
customer journeys. Today’s banking models
are being built on how best to attract, serve,

Regulation
PSD2 is opening up European banking and driving banks towards
a platform economy, online marketplaces, and new collaborative
ecosystems.

Service innovation
Real-time payments, in-the-moment personalization and mobile
apps are addressing consumer demands for convenience, speed,
and connected experiences.

New capabilities
Banks are developing new use cases for faster payments,
blockchain, and digital ledgers to reduce costs in areas such as
transactions and trading.

Tech-innovation
To engage and compete with fintech partners and challengers,
banks are developing API playgrounds, multi-cloud environments
and native applications based on microservices-type architectures
from the cloud or in new DevOps departments based on container
technologies.
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Transformation is a full-time condition and
banks are under pressure to perform.
To empower change, banks need more data,
storage, connections, and processing power.
Legacy server-systems and batch-based
core processes simply cannot keep pace with
the volume, scale, and speed required in the
digital world.
Today, 81% of banking CEOs are concerned
about the speed of technological change,
more than any other industry sector.iii
In addition, 26% acknowledge that
transformation is never-ending. Faced
with such a large task, a fifth (19%) are still
considering what to do.

“Increasingly, banks are
competing in terms of
tech-driven innovation,
but their slow adoption
of cloud technology may
impede their progress”

Investment strategies based on ‘owning’ the
infrastructure required to meet the escalating
digital demands are simply not feasible. It’s
clear that public cloud, dismissed in the past
for fears over security, now has a pivotal role
to play if banks are to deliver the enterprise
and customer-facing service performance
that is a prerequisite to success.

Investment Executive iv

Cloud is no longer an
“emerging” technology

In addition to cost reduction, cloud brings the
flexibility and agility banks need to become
digital businesses.

For many banks the leap is not too big a
jump. Enterprise and operations processes,
CRM, and content are already in the cloud.
Migrating core banking is the next logical step
– especially for banks seeking to use artificial
intelligence, machine learning, and data
analytics to build better, more dynamic and
personalized customer experiences.

Most financial services firms have a
cloud journey roadmap as part of their
transformation programmes to reduce
frictional IT infrastructure and create a more
seamless, end-to-end solution for end-users.
Cloud offers the immediate business benefits
of scalability, availability, capacity, remote
access, reliability, security, resilience, and
disaster recovery capabilities. Importantly, it
helps banks tackle lumpy capital expenditure
and an escalating cost base by introducing
elastic revenue provisioning that is directly
aligned with business success.

In fact, cloud already dominates technology
investments in FS. Digital transformation
absorbs one quarter of FS firms’ total
IT budget. This includes investments in
cloud-based Software as a Service (68%),
Infrastructure as a Service (46%), and
Platforms as a Service (45%).
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The COVID-19 performance has exposed
laggards. The gap between banks with
advanced digital strategies and those without
became even more evident during the
COVID-19 pandemic.

In the aftermath of the global crisis, banks can
be expected to improve costs by 25% to 35%
over the next two to three years.v
To achieve this, operating costs will not only
need to go down but also become more
scalable. Cloud can help banks achieve this
by reducing infrastructure and data storage
costs and help them move from fixed costs to
pay-as-you-go models.

Every business and technology leader today
understands the urgency of moving to a
cloud-based infrastructure, even more so due
to the prevailing pandemic situation, which
necessitates greater scalability and reliability.

The gap between banks with
advanced digital strategies
and those without became
even more evident during the
COVID-19 pandemic
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2. Adopt a hybrid cloud strategy
Smart banks, such as BNP Paribas, are already
adopting hybrid cloud strategies with multiple
cloud environments. This includes using private
cloud for maintaining sensitive data and
public cloud for leveraging external expertise
and reducing “time to market” for new digital
applications and services.

This combination optimizes agility and ensures
the performance of IT systems without
compromising safety. The secret to success
is ensuring smooth integration between the
various cloud environments.

A typical hybrid cloud environment: vi
Greater scalability

More system control

Hybrid

Public

Private

Infrastructure
shared by many
customers

Infrastructure
dedicated to one
customer
Deploy on private, scale
on public when needed

Less system control

Less scalability

[7]

Architecting the future of banking: Four steps to secure data assets in the cloud

Five key reasons why smart banks are switching on to
hybrid cloud:

1

4

Agile innovation

As well as improvement in efficiency,
and productivity, it allows banks to costeffectively tap into cloud-delivered
solutions to drive customer insights,
experiences, and offers; grow revenue;
lower costs; and provide more consistent
enterprise operating platforms.

2

In today’s economic environment,
the ability to respond to rapidly changing
customer needs is a key competitive
differentiator. Cloud infrastructure can
help banks adapt to market demands
and pursue competitive modernization
initiatives by providing a platform that
is able to support AI, blockchain, and
software containers.

Risk mitigation

Hybrid cloud helps banks to reduce
risks associated with capacity, resiliency,
and redundancy. It also improves
scalability helping them to accommodate
spikes in demand.

3

Market adaptability

5

Contextual variability and
ecosystem connectivity

Because of its expanded computing
power and capacity, cloud provides the
scope to store granular data information
about user preferences, for product or
service customization. It also facilitates
external collaboration with partners and
customers, to drive improvements in
productivity and innovation and establish
new ecosystems and value chains.

Cost reduction

Financial Insights estimates that the
biggest global banks are saving $15 billion
from cloud adoption, cutting technology
infrastructure costs by 25%. Savings
are gained from reduced investment in
traditional IT infrastructure and storage
facilities, improved risk mitigation,
improved ability to combat financial crime
with increased transparency.
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Ready to bank on the cloud?
With so much on offer why have banks taken so long to embrace
hybrid and public cloud?
Recent studies reveal that the greatest
challenges for executing FS digital
transformation are tech strategy 24%,
security 24% and legacy technology 20%.

Regulation and compliance are also major
stumbling blocks for banks migrating to cloud.
Data protection laws, such as GDPR, dictate
how and where data is stored and managed. By
placing data in the cloud, banks are concerned
that key pieces could be missed, resulting in
hefty fines and negative publicity. Many cloud
providers are now expanding their data center
locations to overcome these issues.

Cloud is certainly not an easy technology
to adopt, and there remains some common
pain points for banks at both a local and
global level.

The big three adoption barriers

Finally, handing over control of essential
business data to a third party is a major
concern. Dealing with another party to
facilitate access and trusting them to
maintain vital processes is not something
that banks will enter into lightly.

Firstly, data security for banks is mission
critical – they cannot afford a breach in
trust or a loss of reputation as a result of
data failure, loss or theft. Handing off such
an important task is enough to make many
bank executives think twice. There is a
misconception that cloud – especially public
cloud - is less secure. That is no longer the
case. A multi-tenant cloud may actually be
more secure because it makes it difficult
to target a particular company or data set.
Many clouds are hosted within Level 4 and
5 data facilities and can be enhanced with
third party security and protection software
solutions that help neutralize ransomware.

That said, failure to embrace cloud options
may mean they are eventually outpaced
by new digital challengers that are using
third-party cloud providers to support their
services at scalevii. N26, Starling Bankviii, and
Monzoix, for example are all turning to the likes
of AWS and Google Cloud for data storage.
Transformation challenges can be overcome
by adopting a structured approach to cloud
migration, while a thorough risk assessment
and ongoing vendor management process
enable banks to mitigate data and thirdparty risks.
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Six strategic imperatives to incorporate in your bank’s cloud strategy:

1

Never compromise security

This must be at the top of the list for banks looking at public cloud
adoption for sensitive client information. A step by step approach for
defining security architecture and classifying data for migration is essential.

2

Be regulation ready

3

Ensure low systemic risk

4

Simplify or mask complexity

5

Smooth legacy data management

6

Optimize data flow (across ops and ecosystems)

Local and regional regulations around data access, storage, and
management must be carefully analyzed and considered – make sure
you know exactly where your data is being hosted and how it is being
managed and maintained.

Since there are only a handful of dominant suppliers, large
financial services firms are wary of systemic risks that are posed by
cloud infrastructure. As a result, many firms are looking at multi-cloud
environments to spread the risk and ensure scale, availability, and continuity.

Growing organizations often have multiple backup and disaster
recovery point products. But as complex business use cases expand, they
are looking for streamlined data management with just one comprehensive
cloud management platform.

When moving from legacy systems what do you do with legacy
backups? It is possible to move older backups and archives directly to
cloud storage, choosing cloud or clouds that match your backup SLAs.
You can migrate backups without losing the retention details.

As you adopt more clouds, you can replace point solutions that do
not talk to each other, have separate skill sets, different support levels
and renewal timelines that are way out of sync. The smart decision is to
coordinate and consolidate with a single integrated end to end cloud data
management solution.

[ 10 ]

Architecting the future of banking: Four steps to secure data assets in the cloud

3. Mitigate risk during migration
and beyond
Increasingly cloud is about how data is stored, not just a simple
case of where
IT leaders looking for flexibility and cost
savings may be surprised to learn data
protection has a role in both cloud migration
and IT modernization efforts.

Here’s how to deliver a flexible storage system
that can securely scale data resources, easily
comply with evolving regulations, and process
transactions in near real time.

Merging migration, modernization, and data
protection goals into a combined approach
can potentially help you move more data as
well as run more applications in the cloud.
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Six ways to optimize bank data storage and recovery in the cloud:

1

Coordinate VM replication

Virtualization offers a powerful and flexible
way to accommodate the explosion of data
and applications. But creating and deploying
virtual servers, storage and applications
across private and public clouds can create
its own challenges. Choose a solution that
allows you to back up, recover, and manage
your VMs across your environment, regardless
of where they live.

2

3

Opt for unified data protection –
even across non-cloud apps

4

Manage backups from multiple
clouds with a single ‘view’

Secondary storage transformation doesn’t
mean you have to forego the web-scale
benefits. Whether the application was not
built for the cloud, too costly or complex
to move to the cloud, or requires more
stringent controls and policies you can
realize greater cost efficiency, resiliency, and
availability. How? With a unified approach
to data protection that leverages scale-out
infrastructure to protect, access, and use data
across both on-premises and cloud locations.

Spin up VMs from backup

Secondary workloads and storage can
be massive consumers of infrastructure
capacity. In fact, by some estimates, a
secondary storage footprint can be between
two and three times that of primary data
copiesx. That means strategies that deliver
greater efficiencies for secondary storage
and workloads have a more rapid, yet
less disruptive impact on infrastructure
transformation. Spinning up servers within the
same storage footprint as the backups gives
efficient use of cloud resources and helps
reduce costs.

Look for solutions that offer comprehensive
support for multi-tenant data centers,
including the ability to manage tenant level
access, control, and encryption settings
using a single web-based admin console. This
allows bank service managers to more easily
manage storage solutions across hybrid cloud
environments and to configure and administer
all their data centers’ software-defined
storage infrastructure from a single location.
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5

6

Consolidate cloud-based
disaster recovery

Growing organizations often have different
products dedicated to backup and disaster
recoveryxi. In order to eliminate the complexity
of administering these solutions it is important
to streamline data management to just one
comprehensive cloud management platform.
Replace legacy backup products by moving
those older backups and archives directly to
cloud storage. Choose the cloud or clouds
that match your backup SLAs; moving old
workloads without losing the date stamp.

Harness software defined
storage

Move away from traditional scale-up storage
that requires downtime and maintenance
windows for upkeep, not to mention
performance degradation when drives fail.
Using a solution that combines backup and
recovery with Software Defined Storage helps
you achieve a scalable, self-healing, nondisruptive, and predictable storage platform
that can grow as you need more capacity.

Replace legacy
backup products
by moving those
older backups
and archives
directly to cloud
storage. Choose
the cloud or
clouds that match
your backup
SLAs; moving old
workloads without
losing the date
stamp.

combining data protection with storage
SDS allows you to obtain a scalable storage
platform which can evolve as your capacity
needs grow.

Stay away from traditional storage systems
which requires downtime and maintenance
periods for maintenance, as well as the
degradation of performance in the event
of failure of discs. The use of a solution
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4. Establish a clear roadmap for cloud
architechture
Managing migration effectively

After years of focusing on cloud’s value as a
cheaper, faster, and more “elastic” alternative
to on-premises data storage, bank leaders
are taking a broader approach, demanding
greater benefit and faster ROI. They are
seeking to leverage the cloud “above the
line” to create new business frontiers and
customer services and “below the line” to
optimize both enterprise and core banking
functions.

Cloud migration plans can include automation
and orchestration to speed moving
applications, databases, virtual machines,
and more to the cloud. Consolidating multiple
data protection products can mean risk
reduction in downtime, data loss, recovery
speed, and litigation support.
To maximize cloud’s added value, banks
should follow a structured approach. Like all
good plans this starts with a clear strategy and one that includes feedback from a wide
range of stakeholders. Care should be taken
to clarify vision and expectations, explore the
various options, and both positive and negative
business drivers. Throughout, proper planning
and disciplined execution should also include
ongoing governance and management.

And to do this they are starting at the top.
48% of FS firms rely on CIOs and CTOs
technology expertise and enterprise visibility
to manage digital transformation. However
39% of CEOs are also involved at some point
in the process.
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Here are some considerations that will help you plan:

1

2

Firstly, there is no single
route. You’ve got options

Make sure that solutions
are cloud-native, not
simply modified versions of
legacy systems

When selecting a storage and
recovery solution make sure
it supports a broad range of
applications, databases, public cloud
environments, OSs and hypervisors,
NAS systems and primary storage
arrays to keep your choices open.
A single data platform for backup
and recovery can simplify data
management, across your onpremises and cloud workloads,
so you are ready for whatever
comes next.

3

Banks migrating to hybrid or public
clouds that include Microsoft Azure,
Amazon Web Services and other
clouds need a solution that enables
them to protect cloud IaaS, PaaS, and
SaaS workloads natively. In addition,
with so much data flowing through
the system, make sure that they can
also cope with volumes at scale. That
means at least a petabyte of public
cloud data to store, optimize, and
protect your cloud assets.

4

Be prepared to defend
your cloud at all costs

Ransomware is everywhere – so
you need to make sure there are no
vulnerabilities in your system. Storage
solutions that lock-out fraudsters
using machine learning algorithms,
air-gapping, I/O request restrictions
for backup data and other techniques,
will help keep you protected. It will
also keep your business running
smoothly while ensuring a speedy
recovery during an attack or from
inadvertent downtime.

Migration to the ‘power
of ready’

Process re-engineering and efforts
at digitalization, and emerging
technologies such as artificial
intelligence are dependent on
cloud computing. Banks want
migration to be fast, simple, and
scalable. Make sure you choose
an experienced end to end data
management partner that can deliver
a strong cloud data protection
strategy that includes plans for
cloud data migration, cloud disaster
recovery, and ongoing cloud data
management.
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Conclusion
Cloud migration is a tough but essential task.
Banks can’t do it alone. You will need help
to move their assets to the cloud, across
multiple clouds, and cloud geographic regions
while also integrating with their on-premises
data centers.

In the short term, shifting client demands,
increases in the cost to serve, and the threat
from new market entrants will put pressure
on banks to rethink their current digital
transformation strategies.
Being able to harness all the cost, operational,
and CX benefits of cloud will become a
prerequisite of banking success.

Data storage and security partners with the
relevant expertise, scale, and solutions will be
key to smoothing the way and unlocking the
full potential of cloud for their enterprise and
customers.

Overcoming the challenges of data
management and security will become a
key priority as banks transition to public and
hybrid cloud environments.
Finding ways to protect their critical
applications and data assets will become a
focus for those responsible for investment,
architecture, and compliance.

Every business and technology leader
today understands the urgency of moving
to a cloud-based infrastructure, even
more so due to the prevailing pandemic
situation, which necessitates greater
scalability and reliability.

i https://www.fintechfutures.com/files/2020/05/The-State-Of-Digital-Transformation-In-Financial-Services-2020.pdf
ii https://www2.deloitte.com/us/en/insights/industry/financial-services/financial-services-industry-outlooks/banking-industry-outlook.html
iii https://www.pwc.com/gx/en/financial-services/assets/pdf/technology2020-and-beyond.pdf
iv https://www.forbes.com/sites/ronshevlin/2019/07/22/banks-inevitable-race-to-the-cloud/
v https://www.mckinsey.com/industries/financial-services/our-insights/no-going-back-new-imperatives-for-european-banking
vi https://www2.deloitte.com/global/en/pages/financial-services/articles/bank-2030-financial-services-cloud.html
vii https://softwareengineeringdaily.com/2020/01/30/whats-behind-the-rise-of-challenger-banks/
viii https://ibsintelligence.com/ibs-journal/cloud-is-source-of-competitive-edge-for-digital-challengers/
ix https://bitbar.com/blog/how-are-challenger-banks-shaping-the-mobile-banking-landscape/
x https://www.commvault.com/resources/10-benefits-to-using-a-scale-out-infrastructure-for-secondary-storage
xi https://www.commvault.com/cloud-disaster-recovery
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Streamline your cloud data migration
with Commvault
Commvault is the only data management
platform to move, manage, and use data
across on-premises and cloud locations.
In the Gartner 2020 Critical Capabilities
for Data Center Backup and Recovery,
Commvault scored highest across all
three use cases – Public Cloud, Virtual,
and Physical Server environments.

orchestration allow banks to develop
process flows once and then apply these
consistently across multiple cloud data
projects, saving time and effort on their
cloud journey.
Commvault solutions comprise one of
the industry’s leading portfolios for SDS
storage, data protection, and recovery,
cloud, virtualization, archiving, plus file
sync and share. From a single platform,
Commvault includes comprehensive
capabilities for data backup, recovery,
management, and e-discovery, tightly
integrated with today’s leading cloud

Commvault’s data protection solutions
can help streamline bank cloud migration
by shrinking and deduping data volumes,
protecting workloads in flight and
delivering integrated reporting that
confirms migration success and security.
Not only that but our automation and

providers.

Wherever you are in your cloud journey, let us show you
how to make multi-cloud data management, migration,
and recovery easy.

13 rue Madeleine Michelis
92 200 Neuilly sur Seine
www.commvault.fr
01 73 13 00 12
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